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1	Decision/action requested
Endorse the proposal on UE ID privacy for Remote UE Report
2	References
[1]	3GPP TS 33.503 "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)"
[2]	3GPP TS 23.304 "Proximity based Services (ProSe) in the 5G System (5GS)"
[3]	3GPP TS 33.303 "Proximity-based Services (ProSe); Security aspects"
[4]	3GPP TS 23.303 " Proximity-based services (ProSe); Stage 2"

3	Rationale
In SA2 TS 23.304 [2], it leaves a Note for Remote UE Report procedure that states: 
NOTE 2:	The privacy protection for Remote User ID depends on SA WG3 design.
However, there is no definition of Remote User ID and how to protect its privacy in TS33.503, either in UP based solution or CP based solution.
This paper aims at providing discussion of possible alternatives to support privacy protection of Remote User ID in Remote UE Report procedure and evaluation of the alternatives. 
The paper takes https://www.3gpp.org/ftp/Email_Discussions/SA3/TSGS3_107e/ProSe/S3-22xxxx%20CP%20procedure%20update%20PRUK%20storage.docx as baseline of CP based solution to discuss support of Remote UE Report Procedure.
4	Discussion
4.1	Background Information of Remote User ID
TS 23.304 [2] clause 6.5.1 defines the procedure to set up 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay.


7.	The 5G ProSe Layer-3 UE-to-Network Relay shall send a Remote UE Report (Remote User ID, Remote UE info) message to the SMF for the PDU Session associated with the relay. The Remote User ID is an identity of the 5G ProSe Layer-3 Remote UE user that was successfully connected in step 4. The Remote UE info is used to assist identifying the 5G ProSe Layer-3 Remote UE in the 5GC. For IP PDU Session Type, the Remote UE info is Remote UE IP info. For Ethernet PDU Session Type, the Remote UE info is Remote UE MAC address which is detected by the 5G ProSe Layer-3 UE-to-Network Relay. For Unstructured PDU Session Type, the Remote UE info is not included. The SMF stores the Remote User IDs and the related Remote UE info in the 5G ProSe Layer-3 UE-to-Network Relay's SM context for this PDU Session associated with the relay.
	The Remote UE Report is N1 SM NAS message sent with the PDU Session ID to the AMF, in turn delivered to the SMF.
NOTE 2:	The privacy protection for Remote User ID depends on SA WG3 design.
Observation 1: Remote User ID is a privacy protected identity of the 5G ProSe Layer-3 Remote UE. It is obtained by the 5G ProSe Layer-3 UE-to-Network Relay during 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay set up procedure and used in Remote UE Report.

The same privacy issue of Remote User ID has been depicted in EPC ProSe security procedure. According to TS 33.303 [3] clause 6.7.3.2.3.2, the PKMF is responsible for privacy protection of Remote User ID. Excerpts below:
If the ProSe Key Management Function decides to provide a KD to the UE-to-network relay, then it generates a random number that it sends as the KD Freshness parameter to the UE-to-network relay. The ProSe Key Management Function also calculates the KD (as described in Annex A.Y) from either the PRUK related to the supplied PRUK ID or the new PRUK if this is to be updated (see subclause 6.X.3.2.1.1). In addition to these parameter, the ProSe Key Management Function also provides a Remote UE Identity that the UE-to-network relay provides to the MME. The Remote UE Identity is either the IMSI, MSISDN or a 128-bit string. 
NOTE: In general, IMSI should not be sent outside of the operator network in order to protect user privacy. The UE-to-Network Relay cannot be regarded as a network entity in the traditional sense e.g. as an eNB. On the other hand, the PKMF may have a sufficient level of trust in a UE-to-Network Relays to provide the IMSI. Instead of sending the IMSI, the PKMF can send a 128-bit string to the UE-to-Network Relay instead of the IMSI. The string should be such that the MME map the character string to a wanted Remote UE identity (e.g. IMSI) but that the UE-to-Network Relay cannot deduce the Remote UE identity. How this mapping is done in the MME has not be specified by SA3. The mapping information needs to be provisioned into the MME.
The ProSe Key Management Function responds to the Relay with a Key Response message that includes the following parameters:
-	For a successful case, 
-	a KD; 
-	KD Freshness parameter; 
-	an optional GPI; and 
-	Remote UE Identity.
Then, according to TS 23.303 [4] clause 5.4.4, the Remote UE Identify is then used in Remote UE report and mapped to IMSI. Excerpts below:
5.	The ProSe UE-to-Network Relay sends a Remote UE Report (Remote User ID, IP info) message to the MME for the PDN connection associated with the relay. The Remote User ID is an identity of the Remote UE user (provided via User Info) that was successfully connected in step 3. The MME stores the Remote User IDs and the related IP info in the ProSe UE-to-Network Relay's EPS bearer context defined in TS 23.401 [5] for the PDN connection associated with the relay.
Observation 2: In EPC ProSe, a specific privacy protected Remote User ID is managed by PKMF and sent to the UE-to-network relay 3 Relay by the PKMF. A mapping of Remote User ID to IMSI is performed when MME receives Remote UE Report from the UE-to-network relay 3 Relay.
4.2	Alternatives of Remote User ID for 5G ProSe
4.2.1	Alternative1, PRUK ID as Remote User ID for 5G ProSe
SA3 has defined two security procedures for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay, i.e. User Plane based and Control Plane Based. In both UP based and CP based security procedures, SUCI and/or PRUK ID of the 5G ProSe Layer-3 Remote UE could be possibly obtained by the 5G ProSe Layer-3 Relay UE during 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay set up procedure. 
However, SUCI is only optionally sent by the 5G ProSe Layer-3 Remote UE in the initial 5G ProSe Communication connection request. When the 5G ProSe Remote UE have a valid PRUK ID, there is no SUCI sent for 5G ProSe Communication connection request. I.e., SUCI of the 5G ProSe Layer-3 Remote UE is not always available to the 5G ProSe Layer-3 Relay thus SUCI could not be used as Remote User ID in Remote UE Report. 
This leaves PRUK ID as a valid candidate of Remote User ID. A simplified flow how PRUK ID is used in Remote UE Report is shown below.


Figure 1: PRUK ID as Remote User ID in Remote UE Report
Step 1-3.	The procedures of provision, authorization & discovery etc. are performed according to UP or CP based solution as of TS33.503 [1]. The 5G ProSe Remote UE sends a Direct Communication Request (DCR) that contains either a PRUK ID or a SUCI if the Remote UE does not have a valid PRUK ID.
Step 4.	 UP or CP based security procedure is performed. In addition, the Relay UE gets Remote User ID in Relay Key Response. 
For UP based solution, the Relay UE gets Remote User ID from 5GPKMF in Relay Key Response. The 5GPKMF use PRUK ID as Remote User ID.
For CP based solution, the Relay UE gets Remote User ID from the AMF in Relay Key Response. The AMF receives PRUK ID in authentication result and use it as Remote User ID.
Note the Relay UE may yet receive a new PRUK ID in above cases even if a PRUK ID is received in step3, if a new PRUK ID is generated as part of UP or CP based security procedure.
Step 5.	 The 5G ProSe Layer-3 UE-to-Network Relay send a Remote UE Report (Remote User ID, Remote UE info) message to the SMF for the PDU Session associated with the relay. The Remote User ID is the PRUK ID received in step 4.
Step 6-7.	 The SMF resolves the Remote User ID into SUPI of the remote UE:
For UP based solution, the SMF resolves Remote User ID from 5GPKMF. The 5GPKMF authorizes Resolve Remote User ID Request and sends the SUPI of the Remote UE in the response.
For CP based solution, the SMF resolves Remote User ID from PAnF. The PAnF authorizes Resolve Remote User ID Request and sends the SUPI of the Remote UE in the response.
The SMF stores the Remote User IDs, SUPI of the Remote UE and the related Remote UE info in the 5G ProSe Layer-3 UE-to-Network Relay's SM context for this PDU Session associated with the Relay.
Step 8.	 The rest procedures of Remote UE Reports continue. And the Relay traffic is set up.

4.2.2	Alternative2, PPI as Remote User ID for 5G ProSe
As mentioned above, in EPC ProSe, a privacy protected Remote User ID is generated and managed by the PKMF and used for Remote UE Report. 
Based on the same principle, a privacy protected Remote User ID generated and managed by 5G PKMF (for UP based solution) or PAnF (for CP based solution) is introduced. To avoid confusion on representations of Remote User ID in different contexts, this privacy protected Remote User ID is called Privacy Preserved ID (PPI) in this paper.
The allocation of PPI is controlled by PKMF/PAnF. The PPI is designated for interim usage, e.g. one time. This prevents the attacker to get SUPI from PKMF/PAnF, by replaying PPI. Also, PPI shall fulfil the requirement of UE ID privacy protect, e.g. it could be the encryption of Remote UE's SUPI or an interim ID allocated by PKMF/PAnF which has 1:1 mapping with Remote UE's SUPI.
A simplified flow how PPI is used in Remote UE Report is shown below.


Figure 2: PPI as Remote User ID in Remote UE Report
Step 1-3.	Same as Alt1.
Step 4.	 UP or CP based security procedure is performed. In addition, the Relay UE gets Remote User ID in Relay Key Response.
For UP based solution, the 5GPKMF (Remote) generates a PPI and sends it to the Relay UE as Remote User ID in Relay Key Response via 5GPKMF (Relay). 
For CP based solution, the PAnF generates a PPI and send it to the AMF in Npanf_ProseKey_Get Response. The AMF sends the PPI to the Relay UE as Remote User ID in Relay Key Response.
Step 5.	 The 5G ProSe Layer-3 UE-to-Network Relay send a Remote UE Report (Remote User ID, Remote UE info) message to the SMF for the PDU Session associated with the relay. The Remote User ID is the PPI received in step 4.
Step 6-7.	 The SMF resolves the Remote User ID into SUPI of the remote UE similar as Alt1.
For UP based solution, the SMF resolves Remote User ID from 5GPKMF. The 5GPKMF authorizes Resolve Remote User ID Request, checks validity of PPI and sends the SUPI of the Remote UE in the response.
For CP based solution, the SMF resolves Remote User ID from PANF. The PAnF authorizes Resolve Remote User ID Request, checks validity of PPI and sends the SUPI of the Remote UE in the response.
The SMF stores the Remote User ID, SUPI of the remote UE and the related Remote UE info in the 5G ProSe Layer-3 UE-to-Network Relay's SM context for this PDU Session associated with the Relay.
Step 8.	 Same as Alt1.
4.2.2	Evaluations of the alternatives
The following table compares the proposed alternatives for Remote UE Report. 
	
	Alt 1: PRUK ID 
(UP solution)
	Alt 1: PRUK ID 
(CP solution)
	Alt 2: PPI 
(UP solution)
	Alt 2: PPI 
(CP solution)

	Impacts UE (Remote)
	No (reusing the existing method)

	No (reusing the existing method)

	No.

	No.


	Impacts UE (Relay)
	Relay UE uses the received PRUK ID as Remote User ID
	Relay UE uses the received PRUK ID as Remote User ID
	Relay UE uses the received PPI as Remote User ID
	Relay UE uses the received PPI as Remote User ID

	Impacts Relay PLMN 
	5GPKMF(Relay) passes the received PRUK ID to the Relay UE. 
SMF (Relay) resolves PRUK ID into SUPI.
	AMF(Relay) passes the received PRUK ID to the Relay UE. 
SMF (Relay) resolves PRUK ID into SUPI.
	5GPKMF(Relay) passes the received PPI to the Relay UE. 
SMF (Relay) resolves PPI into SUPI.
	AMF(Relay) passes the received PPI to the Relay UE. 
SMF (Relay) resolves PPI into SUPI.

	Impacts Home PLMN 
	5GPKMF(Remote) generates and sends PRUK ID in Key Response.
5GPKMF(Remote) support Resolve Remote User ID service request.
	AUSF sends PRUK ID to AMF in authentication result.
PAnF supports Resolve Remote User ID service request.
	5GPKMF(Remote) generates and sends PPI in Key Response
5GPKMF(Remote) support Resolve Remote User ID service request.
	PAnF sends PPI to AMF in Relay Key Response.
PAnF supports Resolve Remote User ID service request.

	Lifetime of Remote User ID
	Lifetime of PRUK ID is determined by the 5GPKMF. 
It is typically not short, e.g., to enable reusing PRUK in subsequent PC5 link establishment requests.

	PRUK ID is valid until next Prose specific UE authentication is requested. 
It is typically not short, e.g., to enable reusing PRUK in subsequent PC5 link establishment requests.
	Lifetime of PPI is determined by the 5GPKMF. It is designated for Remote UE Report and typically short, e.g., one time usage.
	Lifetime of PPI is determined by the PAnF. It is designated for Remote UE Report and typically short, e.g., one time usage.



Based on this comparison, there is big commonality of supporting Remote UE Report procedure in both Alternative 1 (PRUK ID) and Alternative 2 (PPI). The impacts on the UE and the system are also very similar and in the same level for the two alternatives. The most impacts of NFs are for PKMF/PAnF to manage Remote User ID and provide service to resolve Remote User ID to SUPI for the NF consumer, i.e. SMF.
One difference is that in Alternative 1 PRUK ID is reused for Remote UE Report from its original purpose i.e. to enable PRUK reusing in subsequent PC5 link establishment requests. Thus, the lifetime of PRUK ID is expected not short. It leads to a potential risk that the PRUK ID can be replayed. E.g., a compromised Relay UE can send Remote UE Report to the SMF of Relay including an intercepted PRUK ID in the message. The SMF of Relay then gets SUPI from PKMF/PAnF based on the received PRUK ID. As a result, SMF may then report false usage of Relay traffic for that Remote UE (identified by the SUPI).
Observation 3: If PRUK ID is used as Remote User ID, a compromised Relay UE can replay PRUK ID in a Remote UE Report and misguide the SMF of Relay for a false Relay traffic usage of a victim Remote UE.

Conclusion: 
Alternative 2 presents a similar level of system impacts compared with Alternative1, but is better in privacy protection of the Remote User ID. 
It is proposed that a PPI shall be generated by PKMF in UP based solution and PAnF in CP based solution and used as Remote User ID in Remote UE Report.
The PPI shall be designated for one time usage. This prevents an attacker (e.g. compromised Relay UE) to replay the PPI and misguide the SMF of Relay to get a SUPI from the replayed PPI and further report a false Relay traffic usage of a victim Remote UE.
5 	Detailed proposal
It is proposed the discussion of this paper is endorsed in SA3.
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